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Abstract

The increasing use of computers in all spheres of life, coupled with their ease of use and the
expansion of the global internet network, has enabled the occurrence of deviant acts contrary to
religious and Shari‘ah principles in cyberspace from any location in the world. One of the most
significant virtual acts contravening the Shari‘ah is the usurpation (ghasb) of electronic data in
cyberspace. Through a descriptive-analytical and library-based research method, this study

concludes that the prescriptive ruling (al-hukm al-zaklifi) for this form of usurpation is prohibition gz

(hurmah), based on evidence such as rational proof (dalil al- ‘agl), the practice of reasonable people
(bina’ al- ‘uqala’), and the general applicability (iz/aq) of Qur'anic verses and narrations concerning
usurpation. Furthermore, by relying on the general applicability of fighi principles such as the "Rule
of Respect” (Qa ‘idat al-1htiram), the "Rule of Causing Loss/Destruction" (Qa ‘idat al-Itlaf), and the
"Rule of [Liability on the] Possessor” (Qa ‘idat ‘Ala al-Yad), the consequential ruling (al-Aukm al-
wad 7) of legal liability (daman) for both the usurped data itself and its usufruct can be established
against the usurper in cyberspace. In this context, one cannot preclude reliance on the general
applicability of these texts by invoking the concept of the "assured instance" (gadr al-mugayaqgin),
or by claiming that the term "property” (mal) in the verses and narrations contextually refers
(insiraf, tabadur) only to tangible, physical assets. This is because the "assured instance" is extrinsic
(khariji) and not relevant in the context of address (takhagub). The argument of contextual shift
(insiraf) also fails to block general applicability, as its basis is not prevalent usage. Relying on
immediate connotation (tabadur) is likewise subject to numerous critiques, including the argument
that even if rabadur is considered an indicator of a word's primary meaning, a non-immediate
meaning cannot thereby be automatically deemed figurative (majazi).

Keywords: Data Usurpation, Cyberspace, Prohibition (Hurmah), Legal Liability (Daman), Rule of
Respect, Rule of Liability on the Possessor, Rule of Causing Loss.
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